}AI"I E I N E K E N PCD Greendoor Remote Access Platform

Step 1 - Login to the PCD Greendoor remote access platform

1. Open your preferred browser:

c@c

2. Access the GateManager at:
https.//greendoor.heiway.net/lm

3. Select “Authenticate with Microsoft"
and press “Login”
e You are now redirected to

Microsoft Azure Single Sign-On Make sure to have your mobile device with the
e Login with your credentials. 2FA app ready as you will be asked for it.

¥ Microsoft
Sign in

Ermail address, ohene number o Skyoe

Cant aceass your acasurtt

QY Slan-in optiens

Step 2 - Find your equipment > Request Access>Start working

"""" EmjmAbouinfuton % Remote access to this device is not permitted | Request Access
upplier Name

Reason for requesting remote access

=8 ment.Supplier_Name

35 KD Test System 2 (1ES1-5M) - 192.168.2.10]
3 Users

4
% When: (@ Now (O start time

@ Duration: (O End time

Response type: @ Pop-up () Email O SMS/Text

Remote access to this device is not permitted | Request Access

1. When logged into the platform you will see the equipment listed by location, and you can request access.
2. Select the equipment you need access to, click “Request Access” - put in a comment if needed.

Granted Now  02:00 Access for maintenance. ¥

! ACCESS GRANTED for 2 hours

« Access is granted until 2023-07-11 15:27 (ends in 02:00 hours) | Task Completed New Request

Request sent to Administrator

You can connect now. [ ¢ connect || =@ roP

w

A popup will appear and show you to whom the request has been sent.
4. When connection is approved, a popup will notify you and the button will change to “Connect” and you will
also be able to use the clientless connection options through the “WWW", “VNC" and “RDP” buttons.

{(l)cOnnect H # VNC ] [ #3 RDP ] [ gwww]

The available buttons will differ depending on the device you are trying to access.
e “Connect” button is used for the LinkManager direct tunneling (see Remote User Guide Client)
e “VNC" button is used for VNC, either in-browser or external VNC e.g., UltraVNC or TightVNC.
e “RDP” button is used for Remote Desktop using the in-browser or external RDP e.g Windows RDP.
o “WWW?" button is used for webpages by opening a new tab in the browser.

Configuration of the VNC and RDP buttons can be configured with by pressing the lightbulb *; icon.

Here you can select the default actions for each of the Go To Device buttons:

4

O Show selection menu
VNC | @ In-browser VNC Viewer
O other program (manual start)

RDP Other program (manual start)

Note: The LinkManager Client is not Ready, so some options may be missing from the above lists.

Press the button for your desired connection type and start your work.
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https://greendoor.heiway.net/lm
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Extra Step for RDP with external client - How to configure with Windows RDP

When following Step 2.4 and using Windows Remote Desktop Connection for “RDP”, it is necessary to configure
the Remote Desktop client before connecting.

&% Remote Desktop Connection - X &% Remote Desktop Connection - X
| Remote Desktop | Remote Desktop
+>¢) Connection “»¢) Connection
General Display Local Resources Experience  Advanced General Display Local Resources Experience
Logon settings Server authentication
P L Erter the name of the remote computer. Server authentication verifies that you are connecting to the
ﬂ).-,..._\ = intended remote computer. The strength of the verffication
Computer: Igreendoor.heiway.net — I recll_uired to connect is determined by your system security
policy.
User name: I I If server authentication fails:

You will be asked for credentials when you connect.

Connect from anywhere

% Corfigure settings to connect through Remote Desktop
Gateway when | am working remotely.

[ Mllow me to save credentials

Connection settings

Save the cument connection settings to an RDP file oropen a Seftings...
saved connection.
User authentication
9 [ Use a web account to sign in to the remote computer
ik
{4+ Hide Options Help () Hide Options Help

1. Configure the Logon settings as below:
e Computer: greendoor.heiway.net
e User name: <empty>

2. Inthe *Advanced’-tab, select “Connect and don't warn me" to ignore certificate warnings.
3. Click “Save" to confirm the changes.

You can now “Connect” using Remote Desktop.
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